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& 1 : Bank for International Settlements, “Cyber-resilience: Range of practices” , 2018
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Top 10 risks (TTBE %)

1.  Extreme weather

2. Climate action failure

3. Natural disasters

4. Biodiversity loss

5.  Human-made environmental disasters
6. Data fraud or theft

7. Cyberattacks

8. Water crises

9. Global governance failure

10. Asset bubbles
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Top 10 risks (BT EE L)
1. Climate action failure
2. Weapons of mass destruction
3. Biodiversity loss
4. Extreme weather
5. Water crises
6. Information infrastructure breakdown
7. Natural disasters
8. Cyberattacks
9. Human-made environmental disasters

10. Infectious diseases

(B 1] HREERE+AoIERBETXREREARZHF

ERZR : WEF Global Risks Report 2020

5 2 : WEF, “Global Risks Report” , 2020
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Short-Term Risk Outlook

RIHERMTE 2020 FEMEFSIEMMNIER
MUK BERINE 5L

Economic confrontations 78.5%
Domestic political polarization 78.4%
Extreme heat waves 77.1%
Destruction of natural ecosystems 76.2%
Cyberattacks: infrastructure 76.1%
Protectionism on trade/investment 76.0%
Populist and nativist agendas 75.7%
Cyberattacks: theft of money/data 75.0%
Recession in a major economy 72.8%
Uncontrolled fires 70.7%

(E12] RBRKEERIEMYIEE

ERIZRER : WEF Global Risks Report 2020
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5 3 : CSIC, "Economic Impact of Cybercrime-No
Slowing Down" £ McAfee &1F, 2018

5F 4 : Accenture, "The Cost of Cybercrime” 1
Ponemon Institute &1E, 2019

ket ikt s



The average annual cost of cybercrime by industry
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(B3] ITEAFHEFEXRZH AT R EAERRICEFMEMAIRE
ERIZKE : Accenture, 2019

Average annual cost of cybercrime by type of attack (2018 total = US$13.0 million)

. O OO
Malware (+11%) —$236 613,952

-
Wb based attacks (+13%) e 45,275,024

. . -
Denialof service [+10%) e <1721 265

Malicious insider (+15%) e 21 601,075

Phishing and social engineering (+8%) e S
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Ransomware (+21%) _553526,%4920

Stolen devices (+12%)

USS millions
Botnets (+12%) Sgggbogz
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BERIIE : Accenture, 2019
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5t 5 : Kaspersky, “CARBANAK APT --THE GREAT
BANK ROBBERY" , 2015
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